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Abstract. In this paper we report on a project carried out at the University of Linz, initially involving elec-
tronic marketing of a software product developed by a team of students. The aim of the project, in part, was
to develop in the students an understanding of practical issues of electronic commerce and entrepreneurship.
We report on this aspect and comment also on security issues raised concerning the use of electronic com-
merce in a small-scale marketing operation, using E-Commerce for improving teaching software engineering
as well as (non-monetary) benefits a department can get from being actively involved in E-Commerce.
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1. Introduction: the project CodedDrag

From mid 1996 up to the end of 1997 a team of CS-students at FIM of the University of Linz worked on a
project concerning the development of convenient user interfaces, in particular for Windows NT using drag
and drop metaphors, context menus and integration as a shell extension. These techniques were quite inno-
vative in those days and, recognizing  the lack of availability of smart encryption tools "at your fingertips",
the product "CodedDrag" (CodedDrag, 1999) was developed. This program allows encryption/decryption of
files and folders using DES, TripleDES and Blowfish algorithms taken from a public library (Young, 1999).
A single rightclick is sufficient to secure one’s files (or complete folders or subtrees) using a key supplied by
the user (the passphrase), which then is unloaded after a user defined amount of time automatically by a par-
allel thread implemented as a DLL. This combines ease of use (not having to re-enter the passphrase for
every action) while avoiding the potential security problem of someone getting access to the computer for a
short time (e. g. the user left the room) and then being able to decrypt the data without the key.

As encrypted files can no longer be compressed, LZRW-compression is an option to be done before encryp-
tion. Another add-on is the possibility to scramble filenames, so absolutely no information on the contained
data is revealed.

After having distributed Beta versions of CodedDrag among the academic community (only) as usual, the
rapidly growing demand  (incoming e-mails, suggestions for improvements and proposals for extensions)
encouraged us to go "E-Commercially".  In addition we have regarded this initially unplanned additional
step as a research opportunity and started a project of its own for this. We wanted to

?  learn more about various facts of E-Commerce in real life,

?  study feedback from end-users directly to the developers,

?  test the liability of distribution channels,

?  find facts on efforts necessary for distributing software electronically,

?  check the usefulness of low-price tools for E-Commerce



?  get general feedback on teaching the software development process with emphasis on documentation
and customer support.

Because of the restrictive legislation concerning cryptography, further development of the product is being
frozen at this time. This is necessary as the coming into force of laws implementing the „Wassenaar Agree-
ment“ restricts the export of strong cryptography (even within the EU) and the market in Austria alone is too
small. Nevertheless, at FIM research in E-Commerce goes on and we are specifying follow-up projects.

2. Commercial aspects and distribution channels

Taking account of the fact that FIM is a non-commercial oriented institute of the University of Linz, primar-
ily involved in research, development and teaching, we decided to use the following approach:

?  The software can be downloaded as freeware from the homepage of FIM (CodedDrag, 1999) with full
functionality. However the functionality of encryption will be lost after a period, according to a built in
timestamp, although the ability to decrypt what has been encrypted before by CodedDrag will remain
indefinitely.

?  There will always be an up to date version of CodedDrag available on the net, so that every user can re-
download a newly timestamped version whenever his or her version is expired. Hence we can still re-
gard our product as freeware. We think this is fair enough. A convenient side-effect is, that customers
are encouraged to use the most recent version.

?  In order to ease the burden of having to download a newly timestamped version periodically after ap-
proximately 3 months, we offer a non-expiring version and free upgrades sent automatically via e-mail
attachments. A user can enjoy this comfort if he or she is prepared to send a small donation to FIM ex-
plicitly dedicated to fund student projects and further research.

?  Requests for this open version of CodedDrag can be made by letter/fax, e-mail or filling in an electronic
form provided on our webpages.

?  The donation can be made by supplying the user’s credit card number, cheque or cash (notes). The latter
method, for obvious reasons, is not appreciated by users, and cheques are not welcome by us because of
high bank charges (they can be as high as 50 % of the proposed donation in the case of cheques drawn
from a foreign bank). Therefore we advise people to send their credit card number (and the electronic
webform supports this feature only). For handling FAXes we charge a surplus to cover the overhead.

?  The delivery is made either by posting a single 3.5?  diskette or sending an e-mail with the installation
program as an attachment. Again we focus on the latter method because it is much easier to handle and
we will supply registered users with updates only electronically via their e-mail address stored in our
customer database.

?  Any contact with customers is done via e-mail. Only special site-licenses and acknowledgements of
receipt (if explicitly required in addition) are sent via conventional “snail” mail.

?  For marketing activities we use our homepage only, which contains hidden keywords for feeding auto-
matic search machines. We also enter the URL into search engines and free software directories etc.,
and try to keep those entries up to date. We do not send advertising e-mails and have no banner-ads, ei-
ther on our own or on other sites.

?  Nevertheless we have to admit, that at the very beginning of the project the ranking of CodedDrag
within the top ten list of Windows - system utilities, published by a distinguished software magazine,
was an accelerating kick off and welcome free advertisement for us.



3. Experiences

The project brought a lot of experiences, most of them positive, but also a few negative ones. A selection of
them will be reviewed here in detail. Special consideration is given to two areas: security issues (as the
product is about data-confidentiality and generally in connection with E-Commerce) and problems appearing
in connection with customer support.

3.1. General experiences

Up to the present time we have had 120.000 visits to the related homepage located at our server in Linz.
Since 1998 we have had at least 3 mirror sites and the cost-free inclusion of the product on CD-ROMs (exact
number unknown) which are distributed as add-ons to related magazines. In addition to "requests for regis-
tration" we have received more than 2000 e-mails and have been obliged to respond to most of them. We
underestimated the workload necessary for efforts on customer relations, although we are happy about the
rewards achieved.

3.2. Security issues

A lot of companies are reluctant to start E-Commerce because they are afraid of potential security problems.
Though these threats really exist, we have experienced no problems so far. In part this could be because as a
university department there is no specific information which might attract intruders and we are also not a
primary target for denial of service or destruction of data attacks based on political or commercial reasons.
Moreover, as the department has another focus on network-security, we have a reasonably secure web server
and network without the widely known loopholes.

It also is worth mentioning that the rate of attempted fraud by sending an invalid credit card number etc. is
less then 1 %. This figure includes both calculated „phantom“ card numbers and card numbers where the
owner protested the charge (presumably because of a stolen number and expiry date).

Much more important is the following astonishing fact: though CodedDrag is a utility for improving security
and keeping information private, we do not use secure e-mail for distribution or a secure web server. Cus-
tomers seem to accept this and the (surprisingly very few) people who are reluctant to send their credit card
details via the net unprotected, have sent a fax instead.

We have not had complaints concerning the way we deliver the product: nobody seems to fear that someone
may have modified the program in the e-mail attachment on its way to the end user’s mailbox. The only
problems are certain host-configurations, which do not allow users to receive mails with attachments of this
length (just above 1 Mbytes in encoded form). The availability of the software as an attachment eases the
installation process too.

One possible explanation for this surprising behavior might be, that belonging to a department of a univer-
sity we enjoy a reasonable amount of trust a priori. Customers waiting for a reply perhaps think that we will
be around a bit longer, if their credit-card is charged but the software has not yet arrived. Also both the FIM
and the Johannes-Kepler-University of Linz maintain large websites and have their own domain and identi-
fication: this is a difference from a single webpage on a free provider (e.g. GeoCities), where anyone can
place almost any webpage without having to identify himself to anybody.

3.3. Customer support

Customer support is an important issue, as we received a very large number of e-mails (approx. 2.000) con-
taining questions, inquiries and comments. Assuming that reading and responding to them takes only 3 min-
utes per e-mail on average, answering only these e-mails took an unexpectedly long time, especially if one
includes the time spent on handling database entries, documentation or  compiling FAQs etc.  This is a lot of
time we had to spend for (mostly) unprofitable replies. A closer look at the content of the mails reveals that
most of them could have been avoided: the requested information is either already included in the online
documentation (placed at a very prominent position within the webpages and easy to find) or readily avail-
able on the related webpages. These posts could therefore possibly be answered automatically, taking away a



lot of work (one of our projects is dedicated to this issue). This is also an important observation for E-
Commerce. Customers are reluctant to call for support by phone or find writing a letter too time-consuming
but no such barriers exist when e-mail is available: just a few lines, a mouse click and you have transferred
your problem back to the supplier. Consequently documentation and passive support (e. g. troubleshooting-
FAQ on a webpage) is of much greater importance than in conventional business. Active support, e.g. by
automatic reply based on content analysis, also becomes important.

4. Immediate benefits from our engagement in E-Commerce

Getting involved in E-Commerce, even though only on a small scale, brings a number of benefits. We will
take a closer look at some of them, which are especially important for a university department and in gen-
eral.

4.1. Implicit marketing and publicity

As is the case for other homepages of institutes and/or university departments the FIM-homepage contains
the information typically related to an university department: invitations to seminars, abstracts and full pa-
pers for download, description of current research projects, curriculum information etc. This information
addresses the needs of related institutes, colleagues and, of course, current students who have to visit our
web-pages for the latest news. But, to be honest and realistic, what is beyond this well-defined community?

Recalling the figure of 120.000 visits to the subpage CodedDrag and taking in account that most of these
visitors do not belong to academia, the conclusion and message is obvious. Being involved in E-Commerce
now, the FIM-institute can rely on an implicit effective advert. This helps in a number of aspects:

1. The university attracts more students: many students of computer science have already had previous
personal experience with the WWW nowadays, so even if they only know the name of the institute or
university, this can be an aid when choosing where to study CS (or to study something other at this lo-
cation). This might also increase the awareness of IT-oriented studies, in combination with other cam-
paigns helping to attract more students for this area.

2. The public gets to know about the university: everybody with an interest in our product learns that uni-
versities are no ivory towers and they find first-hand information on new developments in the areas the
institute works in. Through this the university enters into „everybody’s“ life, increasing awareness about
it and making it more visible to the public. This can serve as an initial idea for joint projects or increased
transfer of knowledge from universities to companies and generally acts as a recurring reminder to
thinking about lifelong learning.

3. Motivation for students: a part of the donation is used for further research and other projects and the rest
is paid as an incentive to the students, who wrote the program. This ensures that the students work on
the program and provide updates even though the course is finished. It is also a motivation for students
to produce good results if they can expect to get a financial reward in return.

4.2. Encouraging entrepreneurship

Amongst CS-students, it appears that the inclination to establish new companies or to work self-employed is
not overwhelming. All our graduates of last year found a job almost immediately, but only a small minority
of them started their own business. This might be slightly exceptional because of the Y2K problem: em-
ployed software engineers currently receive top salaries and are very sought after; but this could change in
the future. Also students are rather taught to work as software engineers and to deliver their services on be-
half of somebody else’s business. They are less trained in running their own company and are often not self-
confident enough to act as an entrepreneur. We think that an early involvement in customer oriented activi-
ties and the confrontation with the odds and evens of a new market are effective steps towards spin off foun-
dations, teamwork in a small company or founding new companies in particular. Or at least: to esteem those
who are making this step.



Getting involved in E-Commerce can be an important vehicle in this area, as students of CS have fewer
problems (see below) than others with this new way of business. E-Commerce can be a chance for new, and
therefore small, companies, which can increase the area where they serve their customers through electronic
means.

As software can not only be ordered over distance through electronic communication but also delivered and
maintained, the various typical areas of work (producing software, design of software-systems, consultation
etc.) of CS graduates are especially suited for E-Commerce. At least it should be an obligation of a univer-
sity to introduce students to this idea.

4.3. Incentives for follow up research and development

FIM has a long tradition of cooperation with small and medium size enterprises (SMEs) and therefore we
can state, with all modesty, that we can draw on extensive application oriented experience in joint projects.
But the E-Commerce project CodedDrag has opened an entirely new window. The experiences, lessons and
insights have brought an additional field of research, which attracts students in particular. The CodedDrag
project has led to a list of spin off projects, e.g.: intelligent agents in E-Commerce, protection against spam-
ming, and security issues for SMEs:

1. Spam: As we need to be in contact with our customers, a number of our e-mail addresses are featured
publicly on a lot of webpages, both on our server and on shareware repositories. This leads to large
problems with unwanted e-mail advertisements, which get sent to those addresses. Sorting them out
takes very long, so we are investigating what can be done to at least ameliorate this problem. Both
server-side (filters at the e-mail server sorting out all incoming matching mails) and client-side (auto-
matic sorting by the e-mail client) aids are possible. In addition to this we are looking into possible ways
to avoid the problem entirely, examples being deliberately wrong e-mail addresses, which the user must
change but an automatic program cannot, e. g. jones_spam@domain instead of jones@domain, or
measures to prevent sending, like so-called tar-pits.

2. E-Commerce agents: in the Internet it can be very hard for a user to find the cheapest or indeed any
shop, selling a special product. Intelligent agents can help in this, as rather unintelligent agents every-
body uses (search-engines or directories), demonstrate. More useful in connection with E-Commerce are
„comparison-bots“, which know a more or less large number of online-shops and automatically gather
product and shipping costs for the user, giving him an easier decision where to shop. In our project we
are trying to move one step forward from this by investigating how to provide agents with money, so
they can actually buy, for example, the book at the shop providing fastest delivery. In this case security
(the agent must not lose the money), prevention/detection of fraud and trust in both own and foreign
agents are very important and will be looked into.

3. Intelligent agents for customer support. Selling a software product over the Internet is usually not done
by sending the software alone: support is also needed. In our experience, a lot of questions, problems
and requests can be easily answered and repeat themselves very often. We are therefore looking into
possibilities to answer these E-Mails automatically by employing intelligent agents, which sort out the
mails, answer the common ones and forward the unknown ones to manual handling. The data for classi-
fication and the answers are taken from a database, which has to be filled manually. In contrast to the
agents envisioned in the previous problem, these are stationary agents which are continuously working
instead of being charged with a specific task and then stopping or waiting idly. At the same time the dif-
ferent problems are counted to get a statistic for compiling a list of FAQs.

5. Teaching market oriented Software Engineering

Teaching Software Engineering tends to have a bias towards design, coding and testing. The teaching staff is
aware of this bias of course. But there are restricted possibilities to emphasize other phases of a (medium
sized) software project, including documentation, dealing with end users and doing maintenance upon their
requests. Finding the right balance between fulfilling customer wishes and resulting costs is usually beyond
what can be covered by a course at the University. Even obvious demands such as online helpfiles, installa-
tion instructions and writing handbooks for the non-computer-scientist sometimes remain theory and are



underestimated in both the effort needed to produce them and the time to be spent if one is hampered by
customers’ questions. There is a great difference between a completed project at the university, which can be
submitted to the supervisor, and a final product, which can be sold as it is. The university’s responsibility is
to make the students really aware of this and, if possible, show it to them through an example.

5.1. Lessons learnt

Frankly spoken, our project has given a lesson to everybody of the involved teams: the team of initial devel-
opers, the service staff (bug-fixes and improvements) and the team of those students and staff members, who
are responsible for handling the distribution process and all the incoming requests and reports:

1. The initial developers: they found that more testing is needed, if a program is to be distributed to a
larger audience. If it is used by a large number of people, even (for developers) rather remote ideas and
actions come up (e.g.: scrambling the filename without encrypting the file) and must be handled by the
software. A very hard task to teach is producing proper documentation: initial tasks are very simple and
larger systems, where documentation is really needed, are only done by students at a very late stage in
their course of studies. In this case the students experienced right from the beginning the necessity of
documentation, as they personally had to answer the questions resulting from this lack. They also real-
ized the difference between documentation that is written for other developers or computer science pro-
fessionals (as it is mostly done at the university), and documentation that will be used by „ordinary“ us-
ers without specific training.

2. The service staff: part of the team of developers has changed during the lifetime of the project. These
new staff members had the chance to experience teamwork at the university in a very rare way: instead
of forming a team, producing a result and dissolving the team when the project is completed, they en-
tered a group in a later phase and had to build on previous work. They experienced personally the prob-
lems resulting from a lack of comments or documentation of design decisions. This personal experience
will probably be a much better lesson in proper software development than any lecture. Apart from E-
Commerce, this could be an idea to include in the regular curriculum: students working on a larger proj-
ect in changing teams can learn a lot from this improving previous work. The results are also more in-
teresting and lifelike than the usually rather small programs of student projects. If they are of good
quality and of interest to a broader audience, they could probably serve as other objects of study in E-
Commerce.

3. The distribution staff: this was a totally new task for students of computer science, who tend to think
only of the development side of a product. Now issues like size of the program (one or two disks neces-
sary?), single-file install program (to easily send it as an e-mail attachment), time-limited test versions
and distributing updates become issues, not to mention customer databases and organizing the whole
process.

4. Customer support staff: they observed that what is simple and easy for a computer scientist can be a
hard problem for non-CS-specialized users. Any error or even only a very small inconsistency in the
documentation has a long life, even though there is only the most up to date version available on the
Web and delivered to the users. On shareware repositories (not submitted by us) or CD-ROMs, the old
versions will prevail for a far longer time. There is no longer the chance of repairing an error by simply
providing a new version: customers will not re-install the software every week and sending updates
costs time (and money in  the case of disks). Thorough checking of new versions before making them
public is therefore of much larger importance.

Putting everything together, the project gave students a chance to run through the whole software lifecycle
from scratch, turning a couple of rounds (according to the spiral model (Balzert, 1998)) as well. They have
faced a number of problems they otherwise would not have come across before leaving university.



5.2. Improving software engineering teaching by E-Commerce

We will now take a look at some of the later phases of software development and present some ideas as to
how E-Commerce can help in teaching them:

1. Testing: programming for actual users provides real life feedback. Teachers often have not the time to
do a complete test, they rather test only for certain cases, which might be implemented wrong or are
special values which have to be handled separately. In addition to this, the common use of the program
is tried. In contrast to this, selling the product (or even trying to do this with free test-versions) provides
testers „for free“, which will use all of the possibilities and usually find even the best hidden bug. This
allows the teacher to get a far better notion about the quality of the program, and the students can exp e-
rience the importance of testing and learn about all the possibilities they should have checked before.

2. Deployment: Both when teaching software engineering and programming, deployment is entirely or
mostly ignored (e.g. not even mentioned in ( Balzert, 1996): Implementation ?  Acceptance test ?  In-
stallation). The focus is on producing the program, but especially in E-Commerce, where it will be
transported using electronic means, this is an important phase. A product should not just have a specific
size, consist of a number of files and be somehow installed. When using electronic delivery it is, for e x-
ample, important that it is only one single file, which can then be easily distributed by e-mail. Checking
for transfer errors should be possible (or done automatically when installing) and scanning for viruses
before sending is mandatory. Modern software is also expected to have not only an easy to use install
program, which works on all possible configurations, but also the option to de-install it. This is very i m-
portant for free test-versions: They should remove themselves completely and leave the system exactly
in the same state as before (in some cases this might be different with time-limited copy protection: the
time of the first install must somehow prevail). Also compressing the package to reduce transfer time
and cost is an issue. Using an E -Commerce project allows experience of these problems and seeking for
solutions: software for the different tasks exists, but it must be integrated to a whole. Many of them are
only free for non-commercial usage, which allows them to be used for the project while simultaneously
calculating the necessary expenses if it should be sold in reality. This teaches the students a more reali s-
tic calculation of the costs for the whole project; otherwise these expenses will be usually forgotten.

3. Revisions: Repeated bug-fixes and improvements are only done for projects which are really in use, i.e.
they are either used in the university internally or they are products which are sold. E-Commerce can
here be the vehicle to give a reason for re-programming, re-engineering or extension of programs. The
students can in this phase experience feedback from the users: they can learn how to classify requests
for extensions or bug reports according to their importance and schedule their realization. Questions
such as “Is it really a bug or only bad documentation? ”, “Are bug-fixes more important than improv e-
ments?” or “When should the next revision be ready (so we can set the time-limit for test-versions)?”
can be shown to them in this way. A more practical example for things to remember during progra m-
ming when revisions are expected are version numbers. These must be both human-readable, so the user
can easily check if he has the most recent version (or e.g. when it will expire if using a time-limited
one), and machine-readable, so the installation program can automatically check them and refuse to i n-
stall an older version over a new one.

4. Maintenance: Producing improved versions of existing software or re-using former software is for most
students a novelty. This is different from extending a well-defined and extensively documented fram e-
work, as it is not only necessary to learn how to use it without knowing the implementation but also how
it works internally (and where the bugs are). If it is a rather successful program, it will exist over a
longer period of time and will allow students to experience another aspect of software development,
which is usually strange for the university: working on foreign software exists in research, but not in
teaching. For many of the students it will be common in business life to either inspect foreign code,
build up on it or improve it. Even when creating a completely new program they will have to include
code from other members of the development team, a rare aspect in teaching (often resulting in the
„lonesome implementer“) as large groups of students in courses are hard to manage and not suited for
initial training in programming. Maintenance in an E-Commerce project can teach about working in a
larger team: using foreign code, perhaps getting short explanations or answers from the previous pr o-
grammers or using and extending both development and user documentation.



Generally speaking, E-Commerce allows the students to experience real-life software development instead
of theory only while avoiding a lot of the initial and continual costs of a regular software company. This
allows using the best teacher available: practice.

Another idea is to create a common software pool at the university, where all students must place their pro j-
ects and the documentation for free download. In addition to simply placing it there, they must also create a
short presentation for it, so everybody can search for relevant existing software easily. When downloading,
the user has to enter  how much he would pay for the program. This provides real feedback to the author and
could be used for incentives for the students to improve future maintenance for the program. If the program
is used extensively, it can then be further improved by projects building up on the first version. The students
can in this way gather the benefits of producing their software for „real“ E-Commerce while avoiding legal
complications and being competition for regular companies.

5.3. E-Commerce as a tool for teaching virtual teamwork

In conventional teamwork, the participants of a group work closely together and meet at the same time at the
same place. In contrast to this, members of a virtual team won’t meet physically and sometimes not even at
the same time; they might never have met the other participant personally. Instead they use electronic co m-
munication for coordination and collaboration. Both in research and in business this mode of working grows
ever more important as national boundaries get less important and international companies increase in nu m-
ber and size. The improving possibilities (telephone ?  e-mail ?  video-conferencing) and quality (more
bandwidth available) of electronic communication makes this ever more easy. As computer science produces
the means for this virtual teamwork, computer scientists should be the first users of this emerging option.
Many of their tasks (e.g. software development or design of networks) are suited very well for this, as their
data is already available electronically. Because of this, the students must also be taught how to use common
tools and what special adaptations in contrast to conventional teamwork are necessary. E-Commerce is esp e-
cially suited for teaching and practicing this, as producer and consumer are already separated and interact
only by electronic means. So the extension to virtual cooperation during the development of the product, the
design of the documentation and advertisements, the marketing and the bookkeeping is easier to e xplain.

In this context a joint project between different fields of study is possible: Designing a product, deciding on
a marketing strategy and selling it through E-Commerce. This is especially suitable, as many non-computer
science aspects are touched, like marketing, accounting, creating a price structure, calculation of costs, st a-
tistics, writing license agreements etc. This allows the possibility to integrate students of other departments
like industrial management, jurisprudence or statistics. This has an advantage for all participating persons:
non-computer scientists learn about using computers, electronic communication and E-Commerce and CS-
students get a glimpse of the other problems relevant to actually selling a product. All of them learn how to
cooperate with other persons, who are sometimes thinking in considerably different ways. As these other
departments might be located somewhere else, working together in virtual teamwork is an essential part of
the project. So close virtual teamwork is used within the groups working on a special aspect (e. g. selecting
the different payment methods, arranging it with the credit-card companies , ...) while looser cooperation
exists between the different teams, for example when agreeing on a common time-plan or discussing the
special features of the product to be shown in the marketing and generally when exchanging or combining
results. This way of having to solve a real task in coordination and cooperation with other distant people is
the best motivation for the students to learn and practice virtual tea mwork.

6. „Small-scale“ E-Commerce

In our experience also „small-scale“ E-Commerce is possible. Although CodedDrag alone would not be suf-
ficient as a single source of income, starting like this is a good way to sell smaller products with little i n-
vestment. The big advantage is that although a lot of work is needed, the personal financial risk is very low.
Because of this, E-Commerce can offer a chance to successfully start a new company. There is also the po s-
sibility to reach more customers if an already established company starts selling its products online. In this
case, however, E-Commerce is only viable if a working IT infrastructure already exists, or the costs of
starting this new branch will be rather high (see below).

In particular, we will take a closer look at a few specific problems and give some possible solutions:



?  Marketing: If electronic means are the only way of selling the product, getting an audience is the most
important task. A single webpage is easily overlooked in the huge WWW and it is therefore necessary
that it can be found as fast as possible by potential customers. Good starting points for this are entries in
search engines, shareware listings and links on other sites.

?  IT infrastructure/expertise: Introducing E-Commerce to an existing company is possible only if the staff
already has expertise in the use of computer networks and a lot of data is available electronically. To be
successful, electronic shopping must provide additional value for the customer. Only in this case will he
use (and later re-use!) these online offers. Typically this would be a lot of information on the product,
including links to other products or further information on other websites. Providing this data requires a
lot of work if it is not readily available, producing high initial start-up costs. Also regular maintenance is
necessary (information updates, replies to inquiries over e-mail, new links , … ), which must be done in
house.

?  Payment methods (Sonntag, 1999): Our experiences showed that only credit-cards or bank transfers are
used for payment. Accepting bank transfer of invoices has some risks: either you send the product and
have to hope for the money (suing for it in a foreign country is probably more expensive and risky than
it is worth), or risk angry customers, who already have transferred the money but have not yet received
the software (bank transfer might take more than a week if SWIFT is not used). Cash on delivery is also
not a suitable option if doing international business. Electronic cash has currently a much too small
audience and too high prerequisites on the technical side to be an issue for small-scale E-Commerce. So
credit-cards are the only really convenient way for payment, both for customers and online shops. An
exception from this rule is, if you already know your customers and just transfer business from personal
handling to electronic communication or operate only in one country.

?  Delivery methods: whenever possible try to avoid changing the media. With respect to E-Commerce
this means to deliver your services or goods through electronic means if feasible. This is the cheapest
version as handling disks or CD-ROM’s (duplicating, labeling, writing an accompanying letter , ...) can
easily take more time (and therefore cost for staff) than the cost of the materials the mselves.

?  Setting up a web-shop (Lohse, Spiller, 1998): in the internet the comparison between shops is much
easier for the customer, so even very small shops are compared to huge ones. It is therefore important
that the electronic marketplace is very easy to navigate and use and that the information is extensive and
correct (no dead links!). The shop is the only part of the company visible to the customer so it should be
both graphically attractive and provide value for the user. A lot of internet-shops we visited suffer from
a lack of usability, so they can hardly be successful. It should also be noted, that for a small shop it is
not necessary to provide a shopping basket, multiple pages for delivery/payment options, etc. A simple
webform with explanations, as we used, can be more than sufficient for selling a small number of diffe r-
ent products.

?  Secure server (Garfinkel, Spafford, 1997): using a secure server seems not to be necessary at the mo-
ment but widespread use of certificates and digital signatures will make this an important issue in the
future. The problem is that hosting a secure site is more complicated and elaborate compared to a co n-
ventional one. But the option for migration should be included in the plans for further extensions. This
not only provides authentication of the customers to the shop and the shop to the customers, increasing
mutual trust, but offers also the possibility to include e ncryption for the communication.

We can therefore conclude that a company which is already equipped with a working and extensively used
IT infrastructure can rather easily open up a new distribution channel through E-Commerce for certain goods
and delivery/payment methods. In contrast to this, „conservative“ companies are not immediately suited for
this. Starting a company by doing only E-Commerce will probably be seldom successful. On the other hand,
using it as a job on the side can provide a start for later full-time business.



7. Summary: Worth doing it

E-Commerce provides a rather new field of activities, even (or in particular) for computer scientists. We
have decided to accept this challenge. We did not restrict ourselves to watching what other people do and
just commenting on or reviewing their efforts; we have been and are being actively involved. By first hand
experience we can state that it was worth doing it. Students are supported by monetary incentives, they are
learning additional features of the complex software development process and the department can welcome
new visitors to our home page daily. Last but not least new research projects have been started, based on
these experiences made so far.
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